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The identification of process faults is a complex and challenging task due to the high amount of alarms and warnings
of control systems. To extract information about the relationships between these discrete events, we utilise multitemporal sequences of alarm and warning signals as inputs
of a recurrent neural network (RNN) based classifier and
visualise the network by principal component analysis. The
similarity of the events and their applicability in fault isolation can be evaluated based on the linear embedding layer of
the network, which maps the input signals into a continuousvalued vector space. The method is demonstrated in a simulated vinyl acetate production technology. The results illustrate that with the application of RNN based sequence
learning not only accurate fault classification solutions can
be developed, but the visualisation of the model can give
useful hints for hazard analysis.
KEYWORDS
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INTRODUCTION

Chemometric models are widely applied to fault detection and isolation of chemical processes [27]. Although most of
these models utilise continuous multivariate data, plant operators are required to make decisions based on hundreds
of discrete data generated by the control systems as warning and alarm signals. In a complex system faults may cooccur in several states, [15], and can generate long sequences of warning and alarm signals, therefore giving effective
responses to abnormal situations is a challenging task for even the well-trained operators. Intelligent fault diagnostics,
therefore, requires the analysis of temporal relationships of discrete events. To meet this requirement, we propose
a sequence-based fault classification algorithm that utilises the high amount of unexploited event type data of alarm
systems.
Discrete event-based fault diagnosis is an important area of research, as this type of information like alarms and
warnings frequently occur in the process industry. According to the Engineering Equipment and Materials User’s
Association (EEMUA), the purpose of an alarm system is to redirect the operator’s attention towards plant conditions
requiring timely assessment or action [4]. Therefore, a properly designed and operated alarm system helps the operator
to keep the processes in the normal operation range by indicating the presence of abnormal situations. Blanke et al. give
an extensive overview of fault diagnosis [1], while Zaytoon et al. focuses on the diagnosis methods of discrete event
systems [29]. The central concepts of the diagnosability and fault diagnosis of discrete event systems were defined by
Sampath et al. [23], [24].
When we build data-driven models for fault detection and isolation purposes, we not only focus on the prediction
accuracy, but we also would like to understand the mechanism of the faults by unfolding the relationships between the
faults and the process-variables [7]. When events of different states occur at the same time, they can be visualised
with the use of a time series cross-sectional data matrix, as it is presented by Chen et al. [3]. Correlated events can
be visualised with the utilization of a Hinton diagram of joint distributions [31]. The recently developed high-density
alarm plot (HDAP) chart highlights top alarms over a given period, and the alarm similarity color map (ASCM) explores
the related and redundant alarms [14]. The methods are used for the detection of correlated alarms in ref. [11], while
the application of ASCM and correlation colour maps were also reported in ref. [28]. From the tools of chemometrics,
dendrograms were employed in [28] and [3].
Our key idea is to develop a supervised visualisation algorithm to evaluate the similarities of the alarms from the
viewpoint of the faults. We assume that, as in the case of natural language processing applications of deep learning,
the visualisation of the network will support the understanding of the long- and short-term dependencies of the alarm
signals and the faults. To test the proposed methodology, we have built a sequential data based classifier applying deep
learning solutions.
The complexity of the problems and size of the available datasets tend to be bigger and bigger, resulting in the
increased application of deep learning solutions in engineering [12], chemistry [17], computational biology [26], process
engineering [22], machine health monitoring [30], anomaly detection [19] and fault detection and isolation [20], [18].
For a detailed description of artificial neural network-based approaches including the distinguish of classical (shallow)
neural networks, and deep learning solutions see ref. [25]. From the wide range of models, we apply recurrent neural
networks (RNNs) [10] using long short-term memory (LSTM) units [9] . Our model uses an embedding layer, a layer
with linear transformations, to map the one-hot encoded events into a continuous-valued vector space. Using such
embedding is a state-of-the-art approach to sentiment analysis of texts. The main benefit of this linear mapping is that
the analysis of the vector space can be used to study the contextual meaning of the words [16], [21]. Based on this
analogy, we assume that similar warnings and alarm signals will be close to each other in this embedding space [6]. We
apply a linear embedding, assuming that the weights of the similar events will be correlated, so principal component
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analysis (PCA) can be used to visualise the hidden structure of the events and evaluate the significance of these signals.
To demonstrate the applicability of the proposed approach, we extended the existing simulator of a vinyl acetate
production technology [2] by implementing 11 different malfunctions to the process to generate easily reproducible
results and stimulate the development of fault diagnosis and event prediction algorithms. The 11 malfunctions were
chosen based on process relevant knowledge, as we wanted to implement malfunctions with a significant effect on the
operation in various locations of the process. Using this simulator, we can record the dynamic characteristic following
these faults and we can create the log file of the occurring alarms and warnings.
The roadmap of the paper is as follows. In Section 2.1, we define the input of the classifiers as sequences of the
temporal relationships of the events. Section 2.2 presents the classification task, and Section 2.3 describes why we
analyse the embedding layer of the model. Although mainly the prediction accuracy is in the focus of the application of
deep learning models, we study the applicability of PCA to extract information related to the hidden structure of the
problem in Section 2.3. We introduce the case study in Section 3.1. The results are discussed in Sections 3.2 -3.4.

2
2.1

|

FAULT CLASSIFICATION AND VISUALISATION OF PROCESS ALARMS
|

Formulation of the event sequence based fault classifier

Our key idea is that the sequences of process alarms and warnings contain enough information about the technology to

serve as an input of a classifier designed to estimate the y k = c 1 , . . . , c n c class label of the faults, where k = 1, . . . , N
and represents the currently examined sequence of the process.
ŷ k = f (Φk )

(1)

We define the Φk sequences based on states represented by s =< pv , a > data couples, where pv is the index of the process variable and a represents the related state signals, such as a ∈ {Low Al ar m, Low W ar ni ng ,
T ar g et R ang e, H i g h W ar ni ng , H i g h Al ar m }, e.g.: s e := < C ol umn T op T emper at ur e, H i g h Al ar m >. An event can
be represented by a triplet, such as e =< s, st , et > defining which s state is taking place in a time interval between the
st starting time and the et ending time, e.g.: < s e , 12, 14 >. A visual illustration of the discrete events and their possible
temporal relationships can be seen in Figure 1 and the example event log database formed from these events can be
seen in Table 1. A temporal database contains the event identification number (event id), the identification number of
the occurring state (state id), and the starting and ending time of the given event (in arbitrary, but unified unit of time).
We are looking for sequences, which can reflect temporal relationships among the states and the effect of faults.
Therefore we define a time window in which we assume causal dependency. For the description of the type of the
temporal relationship between the sequence elements, we connect the states by one of the following four temporal
predicates:
•

If st 1 = st 2 and et 1 = et 2 , then e 1 equ al e 2 ,

•

If 0 ≤ st 2 − et 1 ≤ w i nd ow , then e 1 bef or e e 2

•

If st 2 < st 1 < et 1 ≤ et 2 or st 2 ≤ st 1 < et 1 < et 2 , then e 1 d ur i ng e 2

•

If st 1 ≤ st 2 < et 1 < et 2 or st 1 < st 2 < et 1 ≤ et 2 , then e 1 ov er l ap e 2
For simplicity, we will use the notation E , B, D and O for equ al , bef or e, d ur i ng and ov er l ap respectively. Using
R

these symbols, we can define temporal instances as φ := e 1 ⇒ e 2 , where R  { E , B, D, O } is a temporal predicate.

4
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F I G U R E 1 The visual illustration of discrete events in an example event log database. The horizontal axis represents
the time, while the vertical axis illustrates the different states of a process (e.g. s e := < C ol umn T op T emper at ur e,
H i g h Al ar m >). We should note that a state can occur in multiple events.

TA B L E 1 Example for the event log database representing an event with its id, the occurring state in the specific
event and the starting and ending time of the event.
Event id

State id

Starting time [min]

Ending time [min]

e1

s1

1

4

e2

s2

2

6

e3

s3

2

6

e4

s1

5

8

e5

s4

5

14

e6

s2

10

14

e7

s5

10

13

e8

s2

15

17

O

E

For example, based on the event log database of Table 1, the following temporal instances can be defined: e 1 ⇒ e 2 , e 2 ⇒
D

B

E

O

B

e 3 , e 4 ⇒ e 5 , e 5 ⇒ e 8 . Similarly, longer sequences can be generated, e.g.: Φ := e 2 ⇒ e 3 ⇒ e 5 ⇒ e 8 . The sequences
generated from the event log database are stored in a sequence database.
To utilise the sequences of the symbols as inputs of the neural network, we encode the symbols of the states
S = {s 1 , s 2 , ..., s n S } and the temporal predicates R={E , B, D, O }, into vectors of numerical values. From a technical
view, first we encode every element in the sequences (event and temporal predicates as well) to a numerical form, and
this numerical form is transformed to the sequence of one-hot encoded vectors.
The one-hot encoding is based on binary vectors, ohtk where only one bit related to the encoded signal is fired
among the n o = n S + n R bits, where n S represents the number of states and n R stands for the number of different
temporal predicates.
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The embedding layer is a linear transformation, which transforms the one-hot encoded vector of each sequence
element into a vector with the specified dimension (n e ) with continuous values.

xtk = W ohtk

(2)

Figure 2 gives a simple, didactic example of the formulation of the input dataset of the embedding layer. Suppose
that the k -th analysed sequence is the simple overlapping relationship of the events e 1 and e 2 illustrated in Figure 1. The
states represented in these events and the overlapping temporal relationship are transformed into a one-hot encoded
vector with the dimension of n o = 2 + 1 = 3, supposing we have no other states or temporal predicates in our examined
dataset, therefore n S = 2 and n R = 1. Each of these elements will fire one specific bit of the one-hot encoded vector
forming oh1k , oh2k and oh3k respectively. We transform these one-hot encoded vectors of each sequence element to
vectors of continuous values with a specified dimension (n e , the embedding dimension) in the embedding layer. These
vectors form the input variables of the deep learning layer.

F I G U R E 2 A simple and didactic example for the formulation of the input variables of the deep learning layer. The
elements of the Φk sequence are transformed to the form of one-hot encoded vectors, with the dimension of the
number of the type of sequence elements in the examined database. We transform these one-hot encoded vectors to
vectors of continuous values with the help of the embedding layer.
Therefore the deep learning based classifier can be formulated as
ŷ k = f (xk )

(3)

where xk represents the sequence of xik (i = 1...T ) vectors, the continuous-valued representations of the sequence
elements (events and their temporal predicates) calculated by the linear embedding layer and ŷ k stands for the estimated
class label.
We train a neural classifier to calculate the P (y k = c j |xk ) fault probabilities and assign the class label that has the
highest probability (see Figure 3).

6
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F I G U R E 3 The structure of the long short-term memory unit-based neural classifier. The input variables of the layer
of the long short-term memory units, represented by the xik (i = 1...T ) vectors, are the continuous-valued
representations of the sequence elements calculated by the linear embedding layer. We transform the output activity
values of this long short-term memory (LSTM) unit-layer (hk ) to probability values by a linear layer, and we accept the
class with the highest probability as the root cause of the sequence.

ŷ k = max P (y k = c j |xk )

(4)

j

The recurrent neural network maps the xk input sequence into a hk sequence of real values. This mapped sequence

n 
of "hidden variables" is represented as a hk vector of the activities of the LSTM units, hk = h 1k , . . . , h k U and used to
calculate the fault probabilities by the softmax activation function (where nU is the number of LSTM units),
P (y k = c j |xk ) = P (y k = c j |hk ) =

ex p (hk )T ws,j + b j
N
Íc
j =1



ex p (hk )T ws,j + b j

(5)


where ws,j represents the j -th column vector of the Ws weight matrix of the output layer of the network and b j
represents the bias. The denominator of Equation 5 is the sum of the elements with different j indices, therefore
constant and the resulting class label is proportional to the nominator.




ŷ k = max P (y k = c j |xk ) ∝ max ex p (hk )T ws,j + b j
j

j

(6)

Figure 3 highlights that the sequences are processed by a deep recurrent neural network, where the network is
unrolled nU times and each of the first T units process a single sequence element represented as a continuous-valued
vector with dimension n e . Although, the units from T to nU seem to have no significant effect on the classification task,
the core principle of the LSTM units is the handling of long-term dependencies and these added units can improve the
accuracy of the classification.
In the following subsection, we present how the hidden layer ensures the efficient calculation of the hk vector that
is informative to build the classifier based on sequential data.
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Recurrent neural network layer with long short-term memory units

Recurrent neural networks (RNNs) are designed to capture time-dependency in sequential data [10]. These models
were popular after the introduction of RNNs with LSTM (long short-term memory) units [9], proposed to overcome the
difficulties of handling long-term dependency and vanishing gradient [8].
The LSTM layer maps the xk sequence into hk , the vector of the activities, so it has equal or more units than the sum
of the number of events and the corresponding temporal predicates between them in the input sequence. Therefore,
sequences containing more events than the specified T value are truncated, and the length of the input sequence is
2 × T − 1 (the length of a vector is equal to the number of elements in it, here T , and we need to count the corresponding
R

temporal predicates as well). This is due to the fact that a simple sequence e 1 ⇒ e 2 containing only two process
states, is consist of 2 × 2 − 1 = 3 sequence elements including the temporal relationship. Similarly, the sequence of
R

R

e 1 ⇒ e 2 ⇒ e 3 contains only three process states but the number of elements in the sequence is equal to 2 × 3 − 1 = 5
pieces. Therefore the "-1" part is implemented to take into consideration the missing temporal predicate after the last
process state of the sequence.
Figure 4 shows the structure of the LSTM unit. The key feature of the model is that all LSTM units have a cell state
(C kt ) [5] that can be used to forward information to the next unit. Therefore, an LSTM unit interacts with its neighbouring
cells by gates by either adding or removing information to this memory flow.

F I G U R E 4 Structure of a single long short-term memory unit. The input sequence element (xtk ), and the activity
(h tk−1 ) and cell state (C kt −1 ) values of the previous long short-term memory unit are modified with use of the sigmoid (σ)
and hyperbolic tangent (t anh) functions of the forget (fkt ), input (i kt ) and output (o kt ) gates. The calculated activity (h tk )
and cell state (C kt ) values are transfered to the next long short-term memory unit, while the activity value is directly
output as well. The MUX box in the figure indicates the forming of one signal from the h kt −1 and xtk expressions as in
[h tk−1 , xtk ].
The LSTM unit receives the activation of the previous cell h tk−1 , the xtk input that relates to the t th element of the
sequence, and the C kt −1 cell state of the previous unit. The forget gate fkt determines how much information of the
earlier units should be kept.

8
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fkt = σ(Wf [h tk−1 , xtk ] + b f )

(7)

b represents the bias vector of the neurons (and in all of the following equations as well), and σ represents the applied
sigmoid function.
The state and the activity of the unit will be updated using the xtk and the preceding cell activation h tk−1 . This is
realised with the sigmoid function of the input gate. The whole process is illustrated in Figure 4.

i kt =

σ(Wi [h tk−1 , xtk ] + b i )

(8)

C˜kt =

tanh(Wc [h tk−1 , xtk ] + b c )

(9)

The LSTM unit updates its old cell-state C kt −1 using the forget-gate fkt and the filtered input gate i kt :
C kt = fkt C kt −1 + i kt C˜kt

(10)

The activity of the LSTM unit is calculated based on the cell-state and the output gate signals:
o kt =
h tk

2.3

|

σ(Wo [h tk−1 , xtk ] + b o )

=

o kt

tanh(C kt )

(11)
(12)

Embedding layer based analysis of the alarms and the analysis of node activities

Our work is mainly motivated by the purpose to analyse the similarities of alarm and warning signals. Therefore we
introduce an embedding layer to the network, as the concept of the embedding layer is to map the sequence elements
into a continuous vector space, which we apply for the visualisation of the events. First, we transform every character of
the sequence into one-hot encoded vectors. Then with the linear transformation of the embedding layer, we transform
these one-hot encoded vectors of each sequence element into a vector of continuous values as it is presented in
Equation 2. According to the presented equation, this linear transformation means a simple matrix multiplication in
practice, where the dimension of the resulted vector is n e , the embedding dimension (chosen according to preferences,
see Figure 10) with continuous values between -1 and 1.
The weights of the embedding layer are trained simultaneously with the LSTM units, therefore the resulted weight
matrix, W, stores information related to the contextual connection between the symbols and the classification problem.
W is multiplied by one-hot vectors; therefore every row of the matrix represents a given symbol, wi . The similarities

(si m) of the alarms (s i , s j ) can be evaluated based on the Euclidean distances of these vectors (d wi , wj ):
si m(s i , s j ) = 1 −

d wi , wj
d max



(13)

where d max represents the maximum Euclidean distance between the rows of the W matrix and wi and wj represents
the i -th and j -th rows of the W matrix respectively.
We use the resulted pairwise similarities to generate a dendrogram to form clusters of the alarm signals.
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When the dimensionality of the embedding layer is two, it can be directly used to visualise the relative positions of
the alarms. When n e > 2 we can use one of the several data visualisation techniques of chemometrics. In the present
work, we utilised principal component analysis (PCA) since it can also visualise the correlation of the columns of the W
matrix, which information is useful for the selection of the proper size of the embedding dimension.
The output layer of the network is based on the linear combination of node activities as it was described in Equations
5-6.
To get an insight into the classification problem we can perform a principal component analysis of the H =

n 
[h 1 , . . . , h N ]T matrix of the activities, where, hk = h 1k , . . . , h k U , k = 1, . . . , N and map the sequences into a two
dimensional space. When these sequences are labeled, the similarity of the faults can be revealed from the resulted plot,
similarly to Figure 15.

3

|

CASE STUDY

We developed a well-documented simulation study by the extension of an existing VAc technology simulator to provide
a reproducible benchmark problem of alarm based fault classification. In the following, we will describe the technology,
the simulator and the log files. The definition of the fault classification problem will be followed by the details of the
RNN and the experiments for the determination of the optimal model structure. Finally, based on the resulting model
we visualise the alarms and the faults by the principal component analysis of the embedding layer and the node activities.
The discussion of the results will illustrate that the information generated by the proposed methodology can be useful
in the risk analysis of complex processes.

3.1

|

Fault classification problem of the vinyl acetate process

The used dynamic simulator of the vinyl acetate (VAc) process contains 27 controlled and 26 manipulated variables,
therefore it is complex enough to define fault classification problems [2]. The process contains 10 basic unit operations
and seven chemical components (ethylene (C2 H4 ), oxygen (O2 ) and acetic acid (HAc, CH3 COOH) are converted to vinyl
acetate (CH2 =CHOCOCH3 ) with water (H2 O) and carbon dioxide (CO2 ) byproducts, ethane (C2 H6 ) enters with the
ethylene feed as inert) (see Figure 5).
The vaporiser is implemented as a well-mixed unit with seven components, with a gas input containing the mixture
of the fresh C2 H4 stream and the absorber vapour effluent, and a liquid input from the HAc tank. The catalytic plug
flow reactor is implemented as a distributed system with ten elements in the axial direction. Inside of the reactor the
exothermic reactions of Equation 14 and 15 take place.

C 2 H 4 + C H 3 C O O H + 1/2 O 2 → C H 2 = C H O C O C H 3 + H 2 O

(14)

C2 H4 + 3 O 2 → 2 C O 2 + 2 H2O

(15)

The process contains a feed-effluent heat exchanger (FEHE), where a small time constant is added to the exit
temperature sensors to simulate the dynamics of the process. After a pressure letdown valve (which is not shown in
Figure 5), the effluent is led to a separator. The separator is modeled as a partial condenser, and the leaving liquid and

10

DORGO ET AL .

F I G U R E 5 Flow chart of the vinyl acetate production technology (The numbers in circle (red) show the type of the
implemented fault)

gas stream flow rates are calculated with a steady state equilibrium-flash equation. The gas stream enters to the bottom
part of the absorber unit after compression. The absorber is divided into two parts. The liquid stream entering the
bottom part is the liquid stream leaving the top part and a circulation stream. The gas inlet of the top part is leaving from
the bottom of the absorber, while the liquid inlet comes from the HAc tank. There is a CO2 removal system implemented
after the absorber. A gas removal system takes place before the azeotropic distillation tower to remove all the light
components from the inlet of the tower, which comes from the bottoms of the separator and absorber units. The gas
removal system is modeled as an ideal component separator, which completely separates the gas components (O2 ,
CO2 , C2 H4 , C2 H6 ) to send them back to the inlet of the compressor, while the liquid stream (VAc, H2 O, HAc) enters the
distillation tower. The column is highly nonlinear, with 20 theoretical stages, whose liquid holdup can vary. After the
condenser, a decanter is implemented for the separation of the liquid phases. The liquid recirculation stream and the
HAc inlet stream are mixed in the HAc tank.
The original MATLAB model of the simulator (published in ref. [2]) contained five disturbances ( 1.) step change in
the composition of C2 H6 in the fresh C2 H4 feed stream from 0.001 to 0.003 mole fraction, 2.) loss of column feed for
5 minutes, 3.) loss of fresh HAc feed stream for 5 minutes, 4.) loss of fresh O2 feed stream, 5.) an analyzer is off-line
(except the O2 analyzer)), while Károly and Abonyi [13] studied the effects of three malfunctions ( 1.) Loss of HAc feed,
2.) Loss of O2 feed and 3.) Loss of column feed), and studied the effect of product changes with the use of the so-called
Operating State Matrix (OSM), containing the randomly generated values of the following manipulated variables:

•

Operating state start time (min)

•

Operating state end time (min)

•

Setpoint of the reactor output temperature (150-165 ◦ C)

•

H2 O composition in the column’s bottom (9 - 18%)

•

Vaporizer feed (2.2 - 2.6

•

Change of the C2 H6 concentration of the C2 H4 feed from 0.1% to 0.3% (not range based, only two states)

k mol
mi n

)
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TA B L E 2 The manipulator values in the case of the 11 implemented faults (measurement units are neglected as the
original code and documentation does not contain them neither)
Tag of fault

Man. variable value

Controlled variable

Manipulated variable

1

HAc Tank Level

HAc fresh feed Flow Rate

2

Heater Exit Temp

Reactor Preheater Heat Flow

3

Separator Level

Separator Liquid Exit Flow Rate

0

4

Compressor Exit Temp.

Compressor Heater Heat Flow

20000

5

Absorber Level

Absorber Liquid Exit Flow Rate

0

6

Circulation Stream Temp.

Absorber Scrub Heat Flow

5000

7

Scrub Stream Temp.

Circulation Cooler Heat Flow

1000

8

C2 H6 in the Gas Recycle

Purge Flow Rate

0

9

FEHE Hot Exit Temp.

Bypass Flow Rate

0.4

10

Decanter Aqueous Level

Aqueous Product Flowrate

0

11

Coloumn Bottom Level

Coloumn Bottom Exit Flowrate

0

in case of fault
0.3
2000

Modern chemical plants often have historical log files of incoming alarms and warnings, and these log files can be
structured to build training data for fault classifiers. Historical process data can be enriched or replaced by events
generated by simulators since most of the advanced process technologies are also supported by operator training
systems or other model-based solutions.
To test our methodology, we generated a database of 200 different event sequences. The inserted faults were
related to the malfunction of the controller or manipulator, as the manipulated value of the process variable remained
constant for a specified time. Table 2 shows the values of the manipulators in case of faults.
A 100-minute time window was used to utilise events that we consider as direct consequences of the malfunction.
The threshold values of normal operating conditions for each measured process variables were determined based on
the analysis of normal operation.
To illustrate the information content of discrete events we generated three different datasets and tested their
applicability in the solution of the classification problem.
•

Dataset A: Signals related to low and high alarms (two states / process variable)

•

Dataset B: Signals related to low and high alarms and warnings (four states / process variable)

•

Dataset C: Identical to B, but the normal operation is also defined as an event (five states / process variable)
To examine the information content of temporal relationships between events we generated two cases: (1) in the

first we include the temporal relationships and (2) in the second we neglect them. Therefore we generated six datasets
labeled as Dataset A/1, ..., Dataset C/2 respectively.
The horizontal axis of Figure 6 shows the number of sequences that can follow the given malfunction, while the
vertical axis shows the maximal length of these sequences. Figure 6 illustrates the faults based on the length of the

12
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longest sequence that follows the given fault and as the number of different sequences that can follow the given fault
(the size of the sequence is equal to the number of events in it, we do not count the temporal relationships). The core
principle of the figure is that faults with fewer types and shorter length of characteristic sequences can usually be
treated as trivial by the process experts. Considering this the more complicated sequences are in the upper right part of
the graphs. The information content of the databases increases from Dataset A to Dataset C, as the number and size of
the sequences show an increasing trend.

The numbering of the different alarm tags follows an ascending order from 1 to 27 according to Table 3. During the
generation of discrete events, we added an extra digit to the end of each variable tag indicating the type of the event
happened on that given variable as it can be seen in Table 4. Of course from Dataset A the events of warnings and the
event of the target operating range are missing (therefore the last digit cannot be 2, 3 or 4), while from Dataset B the
event of the target operating range is missing (consequently the last digit cannot be 3).

Therefore Table 2 shows the causes why the different events on the variables presented in Table 3 occur, as events
on the controlled variables can be considered as the effects of malfunctions.

F I G U R E 6 The characterisation of faults based on the number and maximal length of the following sequences. The
identification and classification of malfunctions that generate longer and more type of sequences of events are most
likely to be problematic. The length of the sequence is equal to the number of events in it, and we do not count the
temporal predicates.

DORGO ET AL .

3.2

|

13

Application of the proposed recurrent neural network for fault classification

The implementation of the simulator and the data preprocessing was carried out in MATLAB environment. The
implementation of the structure of the deep neural network and the training of it was carried out in Python applying
Keras and using Tensorflow as backend. We trained the model using a Nvidia GeForce GTX 1060 6GB GPU with the
application of CUDA. During the testing of the different model structures 7-fold cross-validation was applied and
evaluated, the number of epochs was set to 500, with 512 as batch size.

3.2.1

|

The applicability of different datasets

Figure 6 highlights the information content of datasets. The number of sequences that characterise a given fault, their
length, and the presence of temporal relationships can all influence the effectiveness of the proposed LSTM network.
To determine the most appropriate set of symbols, we tested the efficiency of networks under uniform conditions,
with 11 LSTM units and five events in a sequence (longer sequences are truncated) and with four as the dimension of
embedding. Firstly, we used datasets including temporal predicates. According to Figure 7, Dataset B/1 is the most
applicable for further investigations, with approximately 91.2 % of average accuracy (correct classification rate). We can
conclude that the incorporation of warnings can improve the effectiveness of the proposed methodology, but the normal
operating range as an event showed a decreased correct classification rate. We proved the effect of different datasets
by statistical variance analysis (one-way ANOVA) and found a very low significance value (p = 2.2E − 05), therefore we
neglect the null hypothesis, that the type of the dataset has no significant effect on the correct classification rate.

F I G U R E 7 The effect of the information content of datasets on the effectiveness of the proposed network with 11
long short-term memory units, five events in a sequence and four as embedding dimension, datasets with temporal
predicates served as the basis of analysis. According to the results, Dataset B/1 is the most applicable for further
investigations, as it shows the highest correct classification rate. Therefore the characterisation of the variables with
alarm and warning signals showed improved accuracy comparing to the result of Dataset A/1, with only the alarm
signals, however the including of target operating ranges as events showed decreased correct classification rate.
We studied the effect of the number of events (i.e. the length of the sequence (T ), the events after T are truncated)
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and the incorporation of temporal predicates for Dataset B, which showed the highest correct classification rate in the
previous analysis. According to Figure 8, the incorporation of more than three events indicated no improvement in
the performance of the classifier, and the temporal predicates do not significantly influence the results. We applied
two-way ANOVA for the determination of differences in performance, but the analysis indicated that the including of
temporal predicates or the application of more events does not result in better performance, as can be seen in Table
5. However standard deviations are not within 5%, in the case of the number of events it is very close to it. The good
correct classification rate after only a few events shows that a well-trained neural classifier can classify a fault after only
a few alarms, suggesting promising industrial application possibilities in the future. To reduce model complexity we
applied four events and the dataset without temporal predicates in the following investigations.

F I G U R E 8 The effect of the number of events with and without the including of temporal predicates. The
sequences longer than the specified number of units are truncated. According to the applied two-way ANOVA the
application of more events nor the temporal predicates result in better correct classification rate neither. In the
following investigations we applied four events without the including of the temporal relationships.
Figure 9 illustrates the effect of LSTM unit number. According to the applied one-way ANOVA, we can neglect the
null hypothesis, that the number of LSTM units has no significant effect on the correct classification rate of the model,
with a significance value of (p = 0.001). According to Figure 9, the model with 17 LSTM units slightly outperforms the
others, therefore we applied this structure for further analysis.
The size of the embedding layer can also greatly affect the accuracy of the model since this layer maps the one-hot
binary vector represented symbols of the states into a continuous vector space. According to Figure 10, the highest
accuracy is reached by mapping into a four-dimensional embedding space. However, the one-way ANOVA did not verify
this increased correct classification rate as the significance value was above 5% (p = 0.21), we applied this structure for
the testing of the model.
We demonstrate the performance of the described neural classifier with a confusion matrix in Figure 11. Only two
similar faults are difficult to be distinguished (the 8t h and the 9t h faults). This result is in good correspondence with the
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F I G U R E 9 The effect of long short-term memory unit number in case of Dataset B/2 using 7-fold cross-validation.
The incorporation of more than 11 units had no significant effect on the correct classification rate.

FIGURE 10

The effect of the number of units in the embedding dimension in case of Dataset B/2

results presented in Figure 8, namely the proposed algorithm can accurately predict the root cause of events after only
a few sequence elements, which is highly advantageous from the view of the industrial application. This result can also
imply that the few characteristic variables, that should be monitored in order to effectively identify the faults can be
determined with the analysation of the model.
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F I G U R E 1 1 Confusion matrix showing the accuracy of the classifier. The percentages were calculated after the
classification of 200 sequences following each of the faults. The results indicate that faults 8t h and the 9t h have similar
effects making them difficult to identify.

3.3

|

Embedding layer based analysis of process alarms

We visualise the contextual information of sequence elements by the principal component analysis of the W weight
matrix.
The results of PCA not only shows the neighbouring relations of the alarms and warnings in this space with reduced
dimension, but it also represents its significance in the classification problem. Figure 12 illustrates that the most
significant events, having large Hotelling’s T-Square values are mainly the lower and upper alarms. However, the figure
can seem to be overcrowded, the aim of the figure is the visual illustration of the results and all the presented datasets
and the programs are available in the supplementary material of the article.
This result offers an outstanding opportunity for the prioritisation of incoming warnings and events to facilitate
the work of the operators. Table 6 shows the fault that these alarms can follow. According to the table, most of these
events appear in the case of only one or only a few malfunctions. Therefore the visualisation highlights that the principal
component analysis of the given alarms can explore the characteristic events of these faults. From an operational point
of view, we can see that the high compressor exit temperature (state 115) and the high circulation stream temperature
(state 145) event tags are in the same direction at the upper left corner of the diagram, therefore they should indicate
similar effects. According to Table 6, the high compressor exit temperature (state 115) indicate the presence of the 4t h
fault, which means bad compressor heat flow. The high circulation stream temperature (state 145) also indicates the
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F I G U R E 1 2 The result of principal component analysis on the weight matrix of the embedding layer (the last digit
of event tags according to Table : 1 - Low Alarm, 2 - Low Warning, 4 - High Warning, 5 - High Alarm).

presence of the 4t h fault, together with the presence of the 6t h fault, the bad circulation stream temperature. Therefore
as bad compressor exit temperature is experienced the controller of the scrub stream tries to stabilize the temperature
of the absorber (the stream coming from the compressor enters the absorber column). However, it is not an outlier
of the results of PCA, it is interesting to see that the low circulation stream temperature (state 141) is in the same
direction as the high compressor exit temperature (state 115) and the high circulation stream temperature (state 145),
and indicates similarly the presence of the 4t h and 6t h faults. Similarly, the separator level high alarm (state 85), heater
exit temperature high warning (state 64) and the FEHE hot stream exit temperature high warning and high alarm (state
194 and 195) show similarity. This similarity can also be explained by an engineering point of view; these temperatures
highly influence the level of the separator. If we take into consideration the results of Table 6, it appears all these events
are in connection with the 9t h fault.

A similar analysis can be carried out on the dendrogram in Figure 13, that represents the Euclidean distance
between the row vectors of the embedding layer. The colours in Figure 13 indicate the clusters of process signals, but
no former process knowledge-based information was found to be relevant to explain the formed clusters.

For example the pair of the high alarm of gas recycle stream pressure (state 25) and the high alarm of vaporizer
pressure (state 55) highlights the problems of the gas cycle, a bad pressure can effect the whole process.The low alarm
level for the H 2 O content of the column bottom (state 201) and the column bottom level (state 251) are also close to
each other since these states are both connected to the bottom of the separation column. A similar connection can be
seen between the high warning of reactor exit temperature (state 74) and the scrub stream temperature (state 164),
they are connected to each other according to the dendrogram. Similarly, the high warning of heater exit temperature
(state 64) and FEHE hot exit temperature (state 194) draw attention on the control problems of the reactor inlet, since a
high alarm before the reactor still appears in the outlet temperature of the FEHE unit.
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F I G U R E 1 3 The dendrogram of alarms and warnings calculated applying mean linkage of Euclidean distances of
the row vectors of the weight matrix of the embedding layer (the last digit of event tags according to Table : 1 - Low
Alarm, 2 - Low Warning, 4 - High Warning, 5 - High Alarm). The colours of the different states indicate the found
clusters, but no process-relevant knowledge has been paired to the clusters.

3.4

| Analysis of the similarity of process faults based on the activities of the long shortterm memory units

To better understand the results of the analysis of the embedding layer and to study how the activation values of the
hidden layer of LSTM units represent the process faults, we applied principal component analysis to these activation
values as well.
The analysis of the eigenvalues of the H matrix of the node activities can give information about the proper number
of LSTM units (Section 2.3). According to Figure 14, the eigenvalues confirm the result of the examination of the effect
of LSTM unit number (see Figure 9): five units are sufficient to represent the classification problem, while eleven units
describe almost entirely the cumulative variance of the variables.
The results of the principal component analysis of the activity values of LSTM units (Figure 15) are in good correspondence with the classification performance illustrated by confusion matrix shown in Figure 11. It is interesting to see
that the 11t h fault has two distinct clusters according to the results of PCA. The figure confirms the difficult isolation of
the 9t h fault. The fact that this fault is mostly situated at the centre of PCA projection suggests the lack of an informative
state for this fault. The PCA analysis of the alarm and warning signals (Figure 12) confirms this result (also see Table 6).
Such analysis may imply the lack of informative alarms and warnings for the detection of a given fault. Therefore the
proposed approach can give hints for the development of the control system.
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F I G U R E 1 4 Eigenvalues of the H activity matrix containing the activity values of the layer of the long short-term
memory units. According to the figure, the application of four components can sufficiently describe the variance of the
activity values.
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The numbering of controlled variables
Name of Variable

Tag of Variable

%O 2 in the Reactor Inlet

1

Gas Recycle Stream Pressure

2

HAc Tank Level

3

Vaporizer Level

4

Vaporizer Pressure

5

Heater Exit Temperature

6

Reactor Exit Temperature

7

Separator Level

8

Separator Temperature

9

Separator Vapor Flowrate

10

Compressor Exit Temperature

11

Absorber Level

12

Absorber Scrub Flowrate

13

Circulation Stream Temperature

14

Absorber Circulation Flowrate

15

Scrub Stream Temperature

16

%C O 2 in the Gas Recycle

17

%C 2 H 6 in the Gas Recycle

18

FEHE Hot Exit Temperature

19

%H 2 O in the Column Bottom

20

5t h tray Temperature

21

Decanter Temperature

22

Decanter Organic Level

23

Decanter Aqueous Level

24

Column Bottom Level

25

Liquid Recycle Flowrate

26

%VAc E-3

27
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The digit added to the number of variable indicating the type of event
Type of event

Added digit

Low alarm

1

Low warning

2

Target operating range

3

High warning

4

High alarm

5

TA B L E 5 Two-way ANOVA analysis shows that the temporal predicates do not significantly influence the accuracy
of the classifier.
Factors

Significance Value (p)

(1) Temporal predicates

0.595

(2) Number of events

0.053

1 by 2

0.924

22

DORGO ET AL .

TA B L E 6 Outlier events of PCA and the faults causing these events. Most of the events occur after only one or very
less number of faults, therefore the proposed neural classifier could highlight the characteristic alarms of the process
giving a good opportunity for the prioritisation of these signals. The tag of the faults can be seen in Table 2.
Event

Name of event

Type of event

Faults

145

Circulation Stream Temperature

High alarm

4, 6

245

Decanter Aqueous Level

High alarm

11

244

Decanter Aqueous Level

High warning

1, 2, 3, 4, 5, 6, 7, 8,9, 10, 11

85

Separator Level

High alarm

3, 9

195

FEHE Hot Exit Temperature

High alarm

9

64

Heater Exit Temperature

High warning

2, 9

194

FEHE Hot Exit Temperature

High warning

4, 6, 7, 9

71

Reactor Exit Temperature

Low alarm

1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11

61

Heater Exit Temperature

Low alarm

2

161

Scrub Stream Temperature

Low alarm

1, 7

165

Scrub Stream Temperature

High alarm

1, 3, 7

235

Decanter Organic Level

High alarm

10

31

HAc Tank Level

Low alarm

1

114

Compressor Exit Temperature

High warning

2, 4, 9

115

Compressor Exit Temperature

High alarm

4

125

Absorber Level

High alarm

1, 2, 3, 4, 5, 6, 7, 9, 11
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F I G U R E 1 5 The principal component analysis of the activity values of the long short-term memory unit layer. The
visualisation of the activity values highlights the well-separable faults and can give suggestions on poorly monitored
malfunctions. In this case, the 8t h fault reasonably needs more informative alarms and warnings as this fault is in the
centre of the graph and its elements show a high distribution in this reduced-dimension space.
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CONCLUSIONS

The high amount of alarms and warnings generated by the control systems overload the operators, so the identification
and proper handling of malfunctions is a complex and challenging task.
To extract the sometimes hidden information of discrete events in modern chemical plants and the temporal
relationships connecting them, we utilised multi-temporal sequences of alarm and warning signals as inputs of long
short-term memory (LSTM) unit-based recurrent neural networks trained for classification of process faults and
visualised the input and output layers of the model.
The embedding layer is trained simultaneously with the layer of the long short-term memory units and the output
layer, resulting in a supervised mapping of the alarm and warning signals into a continuous vector space. This supervised
mapping ensures that the principal component analysis of the weight matrix of the embedding layer can highlight the
significance of the events from the viewpoint of the process faults.
With the principal component analysis of the activity values, not just the faults become comparable, but it also gives
useful information about the proper number of long short-term memory units. The resulted model complexity is in good
consistency with the analysis of the effect of the number of units in the embedding layer.
According to our knowledge, the proposed case study is the first that demonstrates that the analysis of the
embedding layer and the activity values of LSTM units can give recommendations for the monitoring of malfunctions
and offers an outstanding opportunity for the prioritisation of incoming warnings and events to facilitate the work of
the operators.

N O M E N C L AT U R E
RNN - recurrent neural network
LSTM - long short-term memory
PCA - principal component analysis
VAc - vinyl acetate
y


- type of fault, y = c 1 , . . . , c n c , related to the k -th sequence of events.

ŷ k - predicted class label of the faults
cj

- j t h type fault

n c - number of fault types
s

- state of the technology

pv - index of the process variable
a

- the related state signals

e

- event

st

- starting time of an event

et

- ending time of an event

Φk - k t h sequence of states
S

- the set of states

R

- arbitrary temporal predicate between events

E

- equal temporal predicates between events

B

- before temporal predicates between events

D

- during temporal predicates between events

O

- overlap temporal predicates between events
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xk - the numerical representation of Φk sequence
P (y k = c j |xk ) - the conditional probability of the given fault
hk - vector of the activities of the LSTM units
nU - the number of LSTM units in the RNN
T

- length of the input sequence

Ws - weight matrix of the output layer of the network (referring to the applied softmax function)
C kt - cell-state of the t t h LSTM unit
fkt

- forget gate of the t t h LSTM unit

Wf - weight matrix of the forget gate
b

- the bias vector of the corresponding neurons

i kt

- input gate of the t t h LSTM unit

o kt - output gate of the t t h LSTM unit
Wo - weight matrix of the output gate
ohtk - one-hot binary vector representation of the t t h symbol of the k t h sequence
ns

- the number of states in the Ä temporal database

n R - number of types of temporal predicates between events
n o - number of bits in the one-hot binary vector
n e - dimension of the embedding layer
W - weight matrix of embedding layer
si m(s i , s j ) - similarity of the alarms
d max - the maximum Euclidean distance among the rows of the W matrix
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